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T The BUG Newsletter is created on a AMD
Athlon XP 2400 Mhz computer using PageMaker
6.01.

Articles, Reports, and new Advertisements should
reach the Managing Editor or Desk Top Publishing
SIG by 5:00 p.m  the Friday before the second
Wednesday of the month. Items received after the
deadline will be held for the following month’s issue.

The articles contained in this Newletter do not
necessarily represent the opinion of the Group, Editor,
or Publisher or any other person other than the author
of the article. The Brevard Users Group does not
support or condone illegal copying of software.

Permission is granted to copy articles, provided
the source is disclosed and proper credit is given to
the author.

All questions, correspondence, and other items
pertaining to the Newsletter should be directed to one
of the Editors.

    Questions involving advertising should be
directed to  Advertising  at the address below.

Articles or items of interest for inclusion in the
newsletter should be sent to The Editor at:

Brevard User’s Group
PO Box 2456
Melbourne, Fl. 32902-2456 or
Jim Townsend           728-5979
E-mail to:   newsletter@bugclub.org

Managing Editor Jim Townsend

Assistant Editors Ed McEwen,
Jack Nash

Contributing Editor Jim Hally
Newsletter  Volunteers: Dan Wadler
Distribution: John Williams
Home Page: http://bugclub.org

Brevard Users Group

Attention
Newsletter Editors

This publication is produced by Creative Technol-
ogy of Sarasota Inc. - the same printer used by many
user groups, local churches, mobile home parks, and
many others at affordable rates.

Creative Technology prints, folds, addresses, and
mails newsletters for your club, organization, family or
business from a ”pdf format” sent by e-mail or disk,
saving you lots of time and expense.

Contact Bob today to see how much money we
can save your organization. E-mail bob@ctimls.com

Creative Technology of Sarasota Inc.
5959 Palmer Blvd.
Sarasota, FL 34232

941-371-2743

THE NEXT MEETING OF THE
BREVARD USERS GROUP

WILL BE ON
  June, 21st, 2006

At 7:00 pm
IN

The Melbourne Library
Visitors welcome!

Visit the BUG CLUB web site
 for the latest schedule.
http://bugclub.org

There will be a drawing for Door Prizes!
You must be a member and present to win!

ELECTRONIC WHOLESALERS
(321) 727-9010

ASTRO TOO
Surplus/Electronics Equipment/Parts

                   Computer Service

 6949 W. Nasa Blvd.                  (321) 727-9010
 W. Melbourne, FL 32        Fax: (321) 253-2292

Web Site: AstroToo.com
EMail: Astro@AstroToo.Com
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New Hard Drives and XP Hard
Drive Management Utility

By Ira Wilsker, APCUG Director; Columnist,
The Examiner, Beaumont, TX;
Radio & TV Show Host

With the oft mentioned convergence, where our
desktop computers are now commonly used for more
than traditional computing tasks, many of us seem to run
low on hard drive space.  A quick review of the news-
paper and online ads for the electronics and office
supply stores often show a selection of large capacity
hard drives for very reasonable prices.  Sometimes these
hard drives can be purchased for an exceptionally low
price after the application of high value rebates.  Now
that many of us are using our hard drives for the storage
and editing of video (very large files), countless music
files (typically a few megabytes each), and even record-
ing and time shifting TV (huge files), it is quite easy for
hard drive space to run short.  This is an indication that it
is time to somehow utilize an additional hard drive.

The aftermarket hard drives now so readily available
come in a variety of packages.  Generally the lowest
priced drives are name-brand drives packaged as
“OEM” intended for computer builders, and typically
lack cables, installation software, instructions, brackets,
screws, and other sometimes useful accessories.  Com-
monly available at the retail stores, for slightly more, are
drives packed in retail packages which usually include
cables, detailed install instructions, partitioning and
formatting software, technical support, brackets, and
other paraphernalia.  At the top of the price charts, but
still sometimes bargain priced are external drives,
already partitioned and formatted, and ready to use by
simply plugging one cable into a USB or firewire port,
and connecting the traditional power cord, with no other
hardware installation.  External drives often come with a
variety of utility software titles for creating backups, and
other purposes.  Since there are a variety of hard drive
controllers (the device that physically connects the
motherboard in the computer to the cable and drive) in
use, the purchaser needs to be sure that any internal
drives purchased are compatible with the controllers in
the computer.  Acronyms such as IDE, EIDE, and
SATA are commonly used to describe the interface of

the hard drives advertised.  If the purchaser is not sure
which type is correct, a knowledgeable salesperson or
call to the hard drive manufacturer may help the buyer
select the correct type.

Installing an additional hard drive in a desktop
computer may be easy, and can be done by anyone with
moderate mechanical or electrical skills.  The retail
packs often come with very easy to follow directions
(and sometimes even a video!) showing the step-by-step
process.  Most typically, computers come with two hard
drive controllers either built in to the motherboard, or on
a separate card; each controller can usually drive two
hard drives, or a hard drive and a CD/DVD player or
burner, allowing for up to four hard drives and CD/DVD
units in any combination without the installation of
additional controller hardware. One proviso worth
noting here is that if the computer is still covered by
warranty, opening the case to install an additional hard
drive may void the remaining balance of the warranty.
There is no warranty risk in using an external hard drive
since there is no “hard” installation necessary.

Once a new internal hard drive is installed, it must be
partitioned and formatted appropriately in order for it to
function properly.  If a retail pack was purchased, there
will likely be a floppy or CD included that contains the
necessary utilities; if an OEM drive was purchased,
either a third party utility must be used (my favorite is
Partition Magic), or a little know XP utility can be used.
External drives, unless home built with a separate drive
and case, generally do not need any utilities to make
them function properly.  Fortunately, users of Windows
XP have a built-in utility that can be used for the neces-
sary partitioning and formatting of new drives, as well as
other hard drive and computer management tasks.  Fred
Langa, author of the very popular “Langa List”
(www.langa.com) published a series of articles in early
March documenting the availability and utilization of this
integral utility.  “Administrator” access is necessary to
access this utility.  While there are several ways to
access the utility, one of the easiest ways is to right click
on the “My Computer” icon on the desktop, and then
clicking on “Manage”.  “Disk Management” is listed
under the “Storage” heading.  From this point, hard
drives can be partitioned, formatted, have drive letters
designated or changed, and a variety of other hard tasks
Continued on Page 5
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Trolling for WiFi ... Continued from page 5
“Wireless fidelity, or ‘Wi-Fi,’ has enjoyed prolific

growth since catching on in 2000. More than 10-million
U.S. homes are equipped with routers that transmit high-
speed Internet to computers using radio signals. The
signals can extend 200 feet or more, giving people the
ability to use the Web in the back yard of his Crescent
Heights home, but also reaching the house next door, or
the street.”

The expansion of Wi-Fi hot spots is part of this
phenomenon. With a wireless-capable laptop, it is
possible to access the Internet at places called “hot
spots,” and they are everywhere. Some charge for
access but many provide free access. There is an
inherent risk in this technology. The router that provides
the wireless access point has an identifiable internet
protocol (IP) address. Anyone accessing the Internet
through that router will appear to be authorized to use
that IP address. Someone with a nefarious intent can
create a possible legal nightmare for the person respon-
sible for that IP address. The ability to look through the
IP address and identify the computer behind the DHCP
server is more difficult.

A recent case in Michigan involved the unauthorized
access of an unsecured Wi-Fi network at a Lowe’s
home improvement store to steal credit card numbers. A
20-year-old and a friend stumbled across the network
while cruising around in a car in search of wireless
Internet connections – wardriving. He was convicted.

An emerging threat is the “evil twin” attack. A
person with the proper equipment sets up a local hot
spot and overpowers the Wi-Fi network. Any computer
user who accesses the bogus Wi-Fi network is then at
risk by the evil twin. The Wall Street Journal has re-
ported an evil twin setup at a technology conference in
London. Hackers set up evil twins that infected other
computers with viruses and gathered information on the
users.

It is apparent that security is an important issue in a
wireless network. The original standard was called WEP
(wired equivalent privacy). WEP is a form of encryption,
but the level of encryption is relatively weak. An im-
proved form of encryption for wireless networks uses
AES (advanced encryption standard). AES is strong
encryption.

There are ethical issues in accessing a wireless
network unless one has specific authority. Is it similar to
a form of electronic trespass? Does it constitute a form
of theft from the internet service provider? One can
argue both sides of these questions easily.

The next column will investigate the legal issues of
these questions in more depth. In the interim, owners of
wireless networks should consider the security of their
networks. Improvements can be made to the wireless
network fairly easily. A company by the name of Force
Field Wireless has some excellent suggestions regarding
wireless security. See www.forcefieldwireless.com.
Some of the tips are:

Enable WEP. Make sure you use the largest WEP
key size that the equipment supports.

Change the SSID (Service Set Identifier) to some-
thing non-descriptive. Do not give a name, address, or
any other useful information to potential hackers. Do not
use the default SSID.

Change the default password(s) on the access point.
The default passwords of most network equipment are
well known and could allow an intruder to gain access to
the access point.

Disable Broadcast SSID. If the access point sup-
ports “closed system” or allows one to “disable broad-
cast SSID,” use this feature. This will make the network
essentially invisible to almost all scanning methods.

Update the firmware and drivers on access points
and wireless cards. It is always wise to use the latest
firmware and drivers on access points and wireless
cards. Manufacturers commonly fix known issues,
security holes, and enable new features with these
updates.

Enable MAC-based filtering. This feature limits
access to unique wireless cards.

Turn off access points when not in use.

Try to position access points in the center of the
house or building. This will minimize the signal leak
outside of its intended range.
Continued on Page 7
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downloaded any software instead of buying it on disc,
be sure to include your downloaded copy in your list of
items to back up. If you can’t find the download, at least
try to dig up the serial or registration number, as you’ll
likely be able to redownload the software and reactivate
it.

Create a central backup folder that is easy to find
and use it to store copies of all the stray files you find
that you want to keep. We recommend opening My
Computer from the Start menu or Desktop, double-
clicking the icon that represents the hard drive (usually
C:), right-clicking an empty area within the folder
window, expanding New, and clicking Folder. Name the
new folder “Reinstall Backup” and then use the mouse’s
right button to drag it to the Desktop, release the mouse
button, and click Create Shortcuts Here. Now you can
drop things into the folder using the convenient Desktop
shortcut, and when your backup software wants to
know where the backup folder is, simply direct it to
C:\REINSTALL BACKUP.

Also, check the applications you regularly use to see
if they let you create backup files directly from their
interface, which you can then import back into the
software when the reinstallation process is complete.
Email applications such as Microsoft Outlook are great
examples of this because most of them let you back up
your email, address book, calendar, and other data into
compact files that you can place in your Reinstall
Backup folder.

Use WinXP Backup

WinXP comes with a basic Backup utility that
should be sufficient for most people. It’s installed by
default in WinXP Professional, but WinXP Home users
may not realize it exists. To install it on WinXP Home
systems, insert the installation CD-ROM in the
computer’s optical drive, open My Computer,
doubleclick the icon that represents the optical drive,
and navigate to D:\VALUEADD\MSFT\NTBACKUP
(where D represents the letter assigned to your PC’s
optical drive) on the installation CD-ROM. Then,
double-click the Ntbackup.msi file, follow the onscreen
prompts to install the utility, and reboot the computer.

To launch Backup, open the Start menu and click
All Programs, Accessories, System Tools, and

Backup. By default, the utility launches as a wizard,
which is easy to use but doesn’t offer as much power as
Advanced mode. If you want to use the wizard, click
Next, select the Back Up Files And Settings radio
button, click Next, and select the radio button that
corresponds with the type of data you want to back up.

The My Documents And Settings radio button lets
you back up everything in My Documents, along with
Internet Explorer Favorites, Desktop items, and IE
cookies (small text files that store passwords and other
Internet settings that various sites use). If you select this
option, click Next, give the backup a unique name in the
Type A Name For This Backup field, write that name on
a sheet of paper, and then use the drop-down menu or
Browse button in the Choose A Place To Save Your
Backup section to tell WinXP where you want to store
the data.

Note that this software cannot back up data directly
to a recordable CD or DVD, so if you use it, you’ll need
to back up your data to a hard drive or a removable
drive (such as a Zip drive). Click Next, make sure the
summary looks OK, and click Finish to create the
backup. Once the backup is complete, you can then
copy it to a recordable CD or DVD using WinXP’s
bundled burning applications (Windows Media Player,
for example) or the software that came with your
recordable/rewriteable drive.

Although the Everyone’s Documents And Settings
radio button works identically to the My Documents
And Settings radio button, the former is meant for every
user account stored in WinXP and is therefore recom-
mended if multiple people log onto the computer using
different accounts.

If you really want to play it safe, select the All
Information On This Computer radio button, which also
works like the My Documents And Settings option but
backs up the entire hard drive and creates a system
recovery diskette that you can use to restore WinXP to
the saved settings should disaster strike. WinXP Home
users should note that although the recovery disk option
is available, it is not supported nor does it work in
WinXP Home.
Continued on page 9

First and Formost ... Continued from Page 7



 July 2006                    http://bugclub.org                                    9

First and Formost ... Continued from Page 8
The final radio button is Let Me Choose What To

Back Up, which brings up an interface that’s similar to
the one used in Advanced mode. Expand items in the
left Items To Back Up pane by clicking the plus signs
(+) next to them or clicking folders in the left pane to
display the folder’s contents in the pane on the right. Just
select the checkbox next to each folder or file you want
to back up (make sure to include C:\REINSTALL
BACKUP), and you’ll see it added to the list of items
that’s copied when you click Next. Beyond that, this
option works just like the My Documents And Settings
option.

In Advance

Wizard mode is great for people who want to take
baby steps when backing up data, but clicking the
Advanced Mode link when the Backup utility loads is
far more efficient. Choose the Backup tab, use the left
pane to open folders or to place check marks next to
folders you want to back up, and use the right pane to
put check marks next to individual files you want to
back up if you don’t want to back up the entire folder.
Click Browse at the bottom of the dialog box to tell
WinXP where your backup disc or drive is, give the file
a name, and click Save. Click Start Backup, enter a
description if you want, and click Start Backup again.

Restoring Data

After you reinstall WinXP, place your backup disc in
the drive (or make sure the backup drive where you
stored the data is installed) and run the Backup utility.
(WinXP Home users will have to reinstall Backup if they
haven’t done so already.) Click Next, select the Restore
Files And Settings radio button, and click Next. Click
Browse, click Browse again, navigate to the backup file
(which ends with the .BKF extension), click the file’s
icon, and click Open. Click OK, click the name of the
backup file in the left pane, select the checkbox next to
the folder in the right pane, and click Next.

Once you click Finish, the utility will restore the files
to the location they were saved in under the old Win-
dows installation. If you want to put them somewhere
else, click the Advanced button, use the dropdown
menu to select Alternate Location, click Browse, and tell

Windows where the files should go before clicking OK
and Next. Select the Leave Existing Files radio button,
click Next, click Next again, and click Finish.

Third-Party Alternatives

The WinXP Backup software should do the job for
most people, but there are far more powerful and
userfriendly backup utilities out there if you need extra
help. Some are very specific in what they do, such as
Genie Games Backup (free; www.genie-soft.com /
products/gbmgames). Others, such as Cobian Backup
(free; www.educ.umu.se /~cobian/cobianbackup.htm),
seem to do nearly everything and are far superior to
Microsoft’s bundled utility.

To use Cobian Backup, double-click the free
download file, select the I Accept The License radio
button, click Next, select the I’ll Educate Myself And
Read The FAQ checkbox, click Next, click Next again,
select the As An Application No Autostart button, click
Next, and click Done.

Also, click Unblock if WinXP’s Firewall displays
any messages. Then, open the Start menu, choose All
Programs, click Cobian Backup 7, and click another
Cobian Backup 7 listing. Click Task and then click New
Task. Leave everything alone on the General tab and
click the Files tab. Click the Drag’n’Drop From Ex-
plorer link and drag and drop all of the folders and files
you want to back up into the Source area to create one
big backup list. If you accidentally include something you
want to remove from the list, click its entry to highlight it
and then click the red X icon to the right of the Source
area.

To tell the program where to put the backup files,
drag and drop the icon for your backup device into the
Destination area, or click the folder icon to the right of
the box to manually search for the device. As with
WinXP’s Backup utility, the software won’t back up files
directly to CDs or DVDs; for that, you’ll need to invest
in commercial software, such as Handy Backup ($30
and up; www.handyback up.net). Or you can back up
your data to an external hard drive, secondary hard
drive, or another computer located on your home
network.

Continued on Page 10
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Backup Awareness Month
By Ira Wilsker, APCUG Advisor; Columnist, The
Examiner, Beaumont, TX; Radio & TV show host
iwilsker(at)apcug.net

WEBSITES:
http://www.backupawareness.com
http://www.ntius.com
http://www.symantec.com
http://www.backupawareness.com/bestpractices.html

In case you had not heard, June is Backup Aware-
ness Month.  It is not a federally recognized holiday, nor
is it one acknowledged by resolution from some govern-
mental authority, but an awareness service of one of the
largest manufacturers of hard drives, the newly merged
Maxtor and Seagate.

Sure, Maxtor and Seagate will benefit if we all rush
out and purchase a large capacity hard drive so we can
backup our critical data in the event of a hard drive
crash, or other tragedy that can damage or destroy our
computers.  This is really more of a win-win situation, as
there is a very valid need for timely and comprehensive
backups of our data.  Lessons still unlearned from Rita,
Katrina, and Wilma, as well as other countless disasters,
fires, thefts, and other debacles should teach us that if
we have a good backup of our files, we can easily
survive a catastrophic data loss, and be back in opera-
tion promptly.

Imagine in any business or other commercial envi-
ronment how much information is stored on hard drives.
Hard drives are electromechanical devices, and as such
will indeed fail at some time.  Murphy’s Law dictates
that a hard drive will always fail at the most inopportune
time.  Now imagine what would happen to that business
or organization if suddenly all of its critical information
was gone.  No accounts receivable; no accounts pay-
able; no client lists; no purchase orders; no employee or
student data; no payroll and tax records; no correspon-
dence; no records of any kind; and a plethora of other
potentially devastating losses.  Next imagine the time and
cost that a company would incur if it had to rebuild that
amount of information from paper records, if the paper
records indeed exist.  Can you conceive the utter
devastation that a company would suffer with a cata-
strophic data loss?

Data loss is not just a corporate or organizational
threat, but a personal one too.  On my home computer,
for example, I have countless family photos, tax records,
family financial information, archives of correspondence
and other important documents, music, bookmarks,
address books, email, and other information that would
probably be irretrievable in the event of a complete hard
drive failure.  I really do not think that the IRS would
accept as an excuse the fact that my hard drive crashed,
losing my financial records.

We can backup our data in many ways without any
substantial expense, or we can utilize sophisticated
backup solutions.  Backing up can be as simple as
copying critical files to CD, DVD, flash drive, or other
storage media, using the integral copy function available
on all computer operating systems.  We can use soft-
ware, such as NTI’s Shadow or Backup NOW! to
manage our backup functions to our chosen media, or
we can use utilities such as Symantec’s (Norton) Ghost,
to make a bit by bit copy of our hard drive which can be
copied to a new hard drive, making it a mirror image of
the original, ready to go.  Now that broadband internet
connections are more of a rule than an exception, there
are commercial services that will do online remote
backup and storage at off-premise locations, secure and
separate from the host or home location.

Seagate/Maxtor have published some “best prac-
tices” (www.backupawareness.com/bestpractices.html)
defining the tasks necessary to insure the ability to
recover our precious data.  These practices can be
summarized by the following tips (details on the
website):

Develop a backup schedule – Make it routine, and
not a task that we have to remember to accomplish.
Most modern backup software and utilities either
backup in real-time (NTI Shadow), or can be scheduled
at predetermined times (NTI Backup NOW!).

Back up everything – it is not necessary to waste
time sorting data, as the speed of backup utilities,
hardware, and hard drives, as well as the large capacity
of new hard drives, make it unnecessary to determine
what to backup

Continued on Page 13
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Special Interest Groups BUG Club Information

Sponsorship Rates
    4 Months     8 Months    12 Months

Full Page   $160.00     $ 305.00        $ 440.00
Half Page  $  85.00     $ 162.00        $ 232.00
Qtr Page   $  45.00     $   86.00        $ 123.00
Bus Card  $  25.00      $  48.00         $   68.00

WINDOWS  SIG
Meets 7:00 PM Thursdays

1st & 3rd Thursday at Eau Gallie Library.
All Other Thursdays at Melbourne Library on

Fee Avenue.

TINKERS  SIG
 Meets on most Sundays at Bob Schmidt’s house.
 Call 952-0199 to verify meeting and directions.

                IMAGING SIG
Meets at 7:30 PM the second and fourth

Thursdays, after the Windows SIG, at the Fee
Ave Library in Melbourne.

 BUG E-MAIL LIST
To be included in the BUG  E-Mail roster, send

an E-Mail to Larry French at:
president@bugclub.org.

We will need your full name, E-Mail address and
your BUG membership number. You will then
receive notices and updates on BUG activities,

special events, changes to schedules, etc.

          BEGINNERS SIG    (Newbies)
Meets at 6:30 pm. The 2nd and 4th Thursdays, in
the Fee Ave Library, before the Windows SIG

BUG  Officers
Meets the second Wednesday of the month at

the Fee Ave. Library, in Study room 1
Time 7:00 pm to 8:00pm

Moving ?
Don’t miss out on any issues of the BUG Newsletter
Send your new address to:
Brevard Users Group  Att: Treasurer
PO Box 2456
Melbourne, FL 32902-2456
And e-mail to the Newsletter and Treasurer at:
newsletter@bugclub.org
treasurer@bugclub.org

Brevard  Users  Group  Membership  Application

First Name _________________________________

Address ___________________________________

Home Phone ________________________________

Family Membership  $25.00

Last Name _________________________________

City ______________________________________

State _______  Zip + 4 ________________________

E-mail Address ______________________________

NEWSLETTER  SIG
Meets twice a month on the Saturdays before

and after the BUG monthly meeting.
Place is Jim Townsend’s home
call 728-5979 for directions.

New Day Meeting
A daytime meeting is held on the first Monday
of the month at 2pm, in One Senior Place, 8085
Spyglass Hill Rd in Viera.

http://oneseniorplace.com
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Brevard Users’ Group
Incorporated
P. O. Box 2456
Melbourne, FL 32902-2456

Meetings:
Are held at the Melbourne Library  on
Fee Ave. the third Wednesday of the
month at 7:00 PM.

Membership:
Is by application and payment of $25.00
annual dues.  Membership is for 12
months from receipt of dues and
includes a year’s subscription to the
newsletter.

Your membership expires on the date
indicated in the upper left of your
address label (YYYY\MM). Please
allow six weeks for processing the
renewal.

BUG Officers

President:
Larry French                   837-0962
president@bugclub.org

Vice President
Lester Cassel
vicepresident@bugclub.org

Treasurer:
Tom Butler                       242-9869
treasurer@bugclub.org

Secretary:
Erich Dalton
secretary@bugclub.org

Member at Large:
Dan Wadler

Special Interest Groups

Beginners’ SIG:
Larry French                    837-0962
beginners@bugclub.org

Hardware  (Tinkers)  SIG:
Bob Schmidt                    952-0199
hardware@bugclub.org

Newsletter Publishing SIG:
Jim Townsend                   728-5979
newsletter@bugclub.org

Win 9x/XP SIG:
George Rymer                  724-6715
Chuck Boring                   454-9455
Bob Staples                      255-2623

Imaging SIG:
Ed McEwen   imaging@bugclub.org

BUG Web Page:
http://bugclub.org

Tom Butler                     242-9869
geotbutler@juno.com

FACUG Representative:
Open

Program Director:
Open

Webmaster:
Eric Arnold
webmaster@bugclub.org

Committee Chairperson

Beginners Help:


