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T The BUG Newsletter is created on a AMD
Athlon XP 2400 Mhz computer using PageMaker
6.01.

Articles, Reports, and new Advertisements should
reach the Managing Editor or Desk Top Publishing
SIG by 5:00 p.m  the Friday before the second
Wednesday of the month. Items received after the
deadline will be held for the following month’s issue.

The articles contained in this Newletter do not
necessarily represent the opinion of the Group, Editor,
or Publisher or any other person other than the author
of the article. The Brevard Users Group does not
support or condone illegal copying of software.

Permission is granted to copy articles, provided
the source is disclosed and proper credit is given to
the author.

All questions, correspondence, and other items
pertaining to the Newsletter should be directed to one
of the Editors.

    Questions involving advertising should be
directed to  Advertising  at the address below.

Articles or items of interest for inclusion in the
newsletter should be sent to The Editor at:

Brevard User’s Group
PO Box 2456
Melbourne, Fl. 32902-2456 or
Jim Townsend           728-5979
E-mail to:   newsletter@bugclub.org

Managing Editor Jim Townsend

Assistant Editors Ed McEwen,
Jack Nash

Contributing Editor Jim Hally
Newsletter  Volunteers: Dan Wadler
Distribution: John Williams
Home Page: http://bugclub.org

Brevard Users Group

Attention
Newsletter Editors

This publication is produced by Creative Technol-
ogy of Sarasota Inc. - the same printer used by many
user groups, local churches, mobile home parks, and
many others at affordable rates.

Creative Technology prints, folds, addresses, and
mails newsletters for your club, organization, family or
business from a ”pdf format” sent by e-mail or disk,
saving you lots of time and expense.

Contact Bob today to see how much money we
can save your organization. E-mail bob@ctimls.com

Creative Technology of Sarasota Inc.
5959 Palmer Blvd.
Sarasota, FL 34232

941-371-2743

THE NEXT MEETING OF THE
BREVARD USERS GROUP

WILL BE ON
  November, 15th, 2006

At 7:00 pm
IN

The Melbourne Library
Visitors welcome!

Visit the BUG CLUB web site
 for the latest schedule.
http://bugclub.org

There will be a drawing for Door Prizes!
You must be a member and present to win!

ELECTRONIC WHOLESALERS
(321) 727-9010

ASTRO TOO
Surplus/Electronics Equipment/Parts

                   Computer Service

 6949 W. Nasa Blvd.                     (321) 727-9010
 W. Melbourne, FL 32904     Fax: (321) 253-2292

Web Site: AstroToo.com
EMail: 2@AstroToo.Com
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Are You Concerned About Loss
of Personal Data?

By Carlisle Barnes, Newsletter Editor, Bowling Green
Area Microcomputer User Group, KY
Newcarlislebarnes(at)insightbb.com
http://www.bgamug.org/

The advanced state of Information Technology is
one of the great blessings of modern times. Today it is
built into our economy, and it would be hard for both
individuals and corporate America to do without it.
However, along with the blessings to us have come
curses. These curses are going to get considerably
worse unless some dramatic changes are made in the
way stored information is handled by the majority of
organizations.

Computer spam, pfisheng/phishing schemes and
other e-mail con games, as well as a multitude of ever
changing computer viruses are obvious curses to every-
one using a computer on-line. Great effort is being
expended to get these curses under control. Very good
and still improving anti-virus programs are available. Bill
Gates said recently that spam will be completely under
control within two years. (It will be interesting to see if
Bill is right about that.) The point is that something
positive is being done to correct those Internet curses.

However, one of the worst of current IT curses is
identity theft, and very few positive things are being done
to stop it. Identity theft is not associated with the Internet
as are many other IT curses, but it has become very
much associated with computers because of the casual
way in which CD’s, laptop computers, and portable
hard drives are often handled. People who would never
ever consider leaving a collection of gold coins laying in
the back seat of a car, or leaving a thousand dollar bill
on a table while going to get another cup of coffee, seem
to have developed very little concern about leaving a
portable computer, a container of CD’s, or even a
portable hard drive in all sorts of places where they can
be easily stolen. (Home?)

Unlike sensitive data handled by military or military
contractor organizations, the personal data stored in files
of civilian Government organizations, major universities,

insurance companies, credit card companies, and etc.
are often treated as casually as advertising material. A
recent extreme example is shocking and deserves
examination.

Not long ago, a Veteran’s Administration senior
analyst took home electronic data from the office to do
after-hours work on his personal computer. He had
done this numerous times before. The data included
names, Social Security numbers, and dates of birth on
26.5 million veterans. These data list essentially all
military personal who have served following the Second
World War. The analyst’s laptop and a Government
owned external hard drive (along with all the data under
discussion on it of course,) were stolen in a May 3
burglary of his home. He reported the theft within an
hour of discovering it. VA Secretary of Veterans Affairs
Jim Nicholson made a public announcement of the theft
on May 22.

Jim Nicholson appeared before the House Commit-
tee on Veterans Affairs to explain the situation. While
accepting a certain amount of personal responsibility for
the data breach, Nicholson expressed anger toward the
analyst who took the data home “without permission.”
Further, he said “As a veteran myself, I have to tell you
I’m outraged. Frankly, I’m mad as hell.” Afterward, he
fired the analyst involved. For what appear to be
justifiable reasons, the analyst is now suing to be rein-
stated.

What Nicholson did not report, and later insisted
that he did not know, was that the analyst had been
taking data home as part of his regular work routine
since 2003. (Is the VA a good place to work?) Further-
more, existing documents dated September 5, 2002
show that the analyst — lead programmer within the
Policy Analysis Service — was officially permitted to
take the external hard drive home for “work-related
projects.” Specifically, he had a property pass allowing
the laptop and accessories to be removed from the
building and also a permit allowing him to access any
Social Security numbers on the hard drive. It later turned
out that there was yet a third document allowing him to
remove various materials from the VA building.

Continued on Page 6
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A certain amount of security could have been
provided for these “take home” documents, by encrypt-
ing them. However, a reasonable up-front cost for the
systems, services, processes, and procedures to encrypt
100,000 or more customer records is estimated to be
about $500,000. VA working personnel probably
couldn’t justify that sort of expense to their budget
group.

Once files have been stolen, it is difficult to deter-
mine if the data have been used illegally. The computer
and VA hard disk have now been returned, apparently
without data loss, but if it is eventually considered
necessary to contact all affected veterans and to provide
them with credit-checking services, then there will be an
estimated taxpayer cost of at least $100 million.

The fiasco was not quite finished when Nicholson
appeared at the congressional hearing. It was revealed
at that hearing that Pedeo Cadenas, the VA’s chief
information security officer, had resigned by e-mail 30
minutes before the proceedings began. Nicholson said
he was completely unaware of Cadenas’ intentions.
Evidently, Nicholson has learned many things rather late.

On June 28th, not quite two months after they were
stolen, the computer and external hard drive were turned
in to the FBI Office in Baltimore, Maryland. A tipster, in
response to the $50,000 reward being offered, had let a
US Park official know that the equipment might be
recovered. Quickly then, the stolen items were turned in
to the FBI. The tipster was not identified, nor was it
clear if either he or anyone else would receive the
$50,000 reward. Furthermore, no one has been ar-
rested for stealing the equipment, unless that particular
information is being held secret for some reason.

Inspection of the hard drive by the FBI does not
indicate access to the data during the time that the drive
was in the possession of the thief. Superficially then, no
data were compromised and there is perhaps nothing to
worry about.

Unfortunately, if the thief was a computer expert,
knew what he had, and wanted to make illicit use of the
data, then he could have transferred everything on the
external hard drive to another hard drive without leaving

a record. While that is possible, it seems improbable and
it seems unlikely that there is reason for continued
concern. However, can we be absolutely sure?

Those of us who served in the military, or worked
for military contractors are quite well aware of the way
in which sensitive intellectual material is handled by these
organizations. While current practices are unknown to
the author, not very many years ago, there were at least
five security levels. Restricted meant that the information
was not to be given to unauthorized people, was cer-
tainly not to be made available to newspapers or to
other media, and was not to be left anywhere where it
might be stolen. The only people allowed to see the
material were those with a need to know about it.
Confidential material classification, one step up from
Restricted meant that the material was not to be made
available to anyone not having appropriate clearance
i.e., clearance by appropriate investigators. Except when
being used in a cleared area by cleared personal, the
material was to be locked in a desk or file cabinet with a
safety bar and a combination lock. All desks and
cabinets were to be regularly checked by guards. Secret
material was to be handled in somewhat the same way,
but clearance was more difficult to obtain, storage was
in a secure safe, not in cabinets or desks, and material
was to be guarded twenty four hours a day, and seven
days a week. Top secret material was of course even
more closely guarded, and investigations for personal
clearance were carried out by FBI personnel; in general
all security was substantially tightened. . Then there was
“Special Clearance” which need not be discussed here,
but which was very tight indeed.

It is absolutely shocking to note that as serious as
identity theft can be, hardly anyone handling social
security numbers, driver’s license numbers, medical
history facts, educational information, and etc., etc. is
required to treat personal information in their possession
with a level as high as military Restricted. As this article
was being written, yet another security breach occurred
at Ohio University, Athens, Ohio. There were several
resignations from the school staff as a result, but it is one
more case of “locking the barn door after the horse is
gone.”

Lost of Personal Data ... Continued from Page5

Continued on Page 7







 November 2006          http://bugclub.org                                             9

have their way, you would not be able to give, or even
lend, anything published after you have read or listened
to it. From what I read, they want all used book stores
shut down as well as all libraries, and you would even be
arrested if you were caught lending, or giving, a book or
CD to a friend. Who knows where it all might end when
it comes to the pockets of some corporate bigwigs.

However, I have no interest in any of this copying
stuff. I have no time and have not bought a music CD in
years, nor do I rent videos or go to a movie. The
performers and executives involved with that industry
are grossly overpaid, but they don’t make any money
from me. I don’t watch much TV now, but if they keep
adding commercials, I’ll shut that off too.

While I’m on my soapbox; if I am paying for cable
TV, why should I have to put up with all those commer-
cials? People are much too tolerant of being taken
advantage of, and about what they are paying for.

Do Your Homework
The announcements below have been edited to

shorten them so be sure to check their Web sites for
better information. Remember, I have not tried any of
these and have no knowledge about their reliability.

Check That Malware, And For Free!
Put an end to all types of Malware, at no cost: The

a-squared Web Malware Scanner 2.0 hunts undesired
Spyware modules and dangerous Trojans, Backdoors,
Keyloggers, Worms, Dialers, Rootkits, Hacking Tools,
Riskware and TrackingCookies; all from within the Web
browser and no software must be installed.

All users having Internet Explorer and a fast Internet
connection, such as DSL, can make optimum use of the
scanner.

The a-squared Web Malware Scanner 2.0 uses
over 350,000 signatures and an ingenious heuristic
algorithm for detecting pests on the local computer, and
this scanner can be used directly from the Web browser.
The user can choose from four different scan functions
depending on the time available for a scan. The quick
test provides rapid results, while a detailed analysis of
the entire computer can take a while. A Riskware
recognition system can also be enabled that informs the
user of programs that are usually harmless, but are often

used by Malware for specific tasks. There is also a paid
version that they recommend as quicker and better with
a 30-day free trial.

a-squared Web Malware Scanner 2.0:
http://malwarescan.emsisoft.com
a-squared Anti-Malware:
http://www.emsisoft.com/en/software/personal
Product details Malware-IDS:
http://www.emsisoft.com/en/software/ids
Order a-squared Anti-Malware:
http://www.emsisoft.com/en/order/homeuser
Phone: +43-664-3446068 (German)
Fax: +43-6272-73083
Email: <info@emsisoft.com
Web: <www.emsisoft.com

Lets Compare Data
ZsCompare allows users to efficiently synchronize

computers, backup data, compare different versions of
files, verify that CDs have been copied correctly, manage
Zip files, review changes to source code, and more.
Users can easily run comparisons on local directories,
networked computers, or removable media, such as CDs,
DVDs, and flash drives.

ZsCompare 3.0 adds many new file and freeform text
comparison features, including the ability to compare text
from Microsoft Word documents and PDF documents.
Also, zsCompare provides additional control over how the
comparison is performed with predefined options for
common comparisons. Finally, the new version of
zsCompare permits direct editing of the contents of a file
from the results. ZsCompare 3.0 operates on Windows,
Mac OS X, and Linux. It runs on the Java platform, a
copy of which is included with the ZsCompare installa-
tion. ZsCompare 3.0 is available in three editions: Profes-
sional ($199.95), Standard ($99.95), and Lite ($35.00).
For a 20% discount, my readers should enter the coupon
code “DealsGuy” when purchasing a license at https://
www.zizasoft.com/store/order.shtml. The Lite Edition
contains basic comparison and synchronization functional-
ity. With the Lite Edition, users can compare directories,
zip files, text files, and freeform text. All versions include
free lifetime upgrades and free technical support.

More information, including a complete list of en-
hancements and a fully functional 30 day trial version, is
available at http://www.zizasoft.com/products/zsCompare/
index.shtml.

Sales: sales@zizasoft.com
Telephone: 1 (303) 638-9235

Continued on Page 10

The Deals Guy ... Continued from Page 8
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the drive. Ed tracked down Mr. Gerbus at his winter
home in Florida (from information obtained on the hard
drive) and fortunately returned the drive. Best Buy is
said to be investigating and has offered Mr. Gerbus a
$250 Best Buy Gift Certificate for his troubles.

I have seen for myself the information left on hard
drives. I have gone to computer shows and bought used
hard drives, never paying more than $7 a piece. I
recovered data on 5 out of seven drives during one such
show; however, none of the drives that I bought had
sensitive or personally identifiable information on them.
All of the drives were erased and were used for data
storage.

In 2002-2003 Simson Garfinkel, an MIT researcher
picked up a number of used hard drives from various
sources. He examined 129 drives; only 12 had been
completely cleared of data. One drive had 3,722 credit
card numbers on it! http://www.computer.org/portal/
cms_docs_security/security/v1n1/garfinkel.pdf

So how do you deal with a dead hard drive? We
will assume that the drive has very sensitive data that you
do not want others to have access to.

If taking it back to the retailer or in to a shop for
repair, call them first. Explain the situation. Hopefully,
they will have a more realistic policy than Best Buy.
Some manufacturers will allow you to keep the drive in
your possession, but require you to sign a form stating
that you have physically destroyed the drive. They will
then replace or send you another hard disk. But don’t
look for this policy on their website, for obvious reasons
they do not advertise it.

You could also ask the repair shop or retailer to
destroy it on the spot and in your presence. Drilling
holes through it would work, so will smashing it with a
heavy hammer.

The best way to destroy the drive is to melt the discs
that contain the data located inside the drive, but this is
not always possible, again for obvious reasons. I prefer
to take the drive apart and physically remove the platters
and file the surface or run a powerful magnet over both
sides of each platter or disc. Hard drives typically have

strong magnets located inside of them. These may be
able to do the job.

Of course the problem with taking the drive apart is
that you void the warranty. But it may be worth it if it
means protecting your data.

If the company insists having the drive intact and the
warranty seal unbroken then you can avoid Mr. Gerbus’
situation with a powerful magnet, like the ones found in
some hard drives. Rubbing it over both sides of the
drive, top and bottom, at least ten times should hopefully
do it. But beware, MOST magnets people have avail-
able to them are not strong enough to penetrate the
shielding of the hard drive case. Simple iron magnets,
including the big ones, just cannot do it. Electro magnets
used for erasing floppy disks and video tapes are also
too weak. As a loose rule of thumb: if you can, without
much difficulty, move the magnet over the drive in a
circular motion, it is too weak. The proper magnet
should be VERY difficult to move in a circular motion
over the drive because it is forcibly sticking to it.

The only magnet I have seen that worked (after
trying many!) is a Neodymium magnet. These are the
strongest magnets made. They come in various grades
such as N28, N35, N38 and N40. An N40 of sufficient
size, say 1" W x 3/4" thick x 2" long, would probably
work. A 1-1/2" Diameter x 3/4" ring might also, which
may be easier to handle. These will cost around $25
from an industrial supply, hobby store, or specialty store.
Using one of these magnets should render the hard drive
data very difficult if not practically impossible to recover.
You can then pop the drive back in the computer and
ship it off for warranty repair with reasonable confi-
dence.

I have verified that they work. After taking a
Neodymium magnet that was roughly 2" x 2" x 1/4" to a
working hard drive I was unable to recover any data
afterwards. Unfortunately, it also wrecked the drive,
rendering it useless.

My company is actually using neodymium iron-
boron magnets in its development work on a magnet
powerful enough to erase U.S. intelligence-gathering
aircraft’s hard drives in emergency situations - like that

Ram & Reason ... Continued from Page 11

Continued on Page 13
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Special Interest Groups BUG Club Information

NEWSLETTER  SIG
Meets twice a month on the Saturdays before

and after the BUG monthly meeting.
Place is Jim Townsend’s home
call 728-5979 for directions.

                IMAGING SIG
Meets at 7:30 PM the second and fourth

Thursdays, after the Windows SIG, at the Fee
Ave Library in Melbourne.

Moving ?
Don’t miss out on any issues of the BUG Newsletter
Send your new address to:
Brevard Users Group  Att: Treasurer
PO Box 2456
Melbourne, FL 32902-2456
And e-mail to the Newsletter and Treasurer at:
newsletter@bugclub.org
treasurer@bugclub.org

Sponsorship Rates
    4 Months     8 Months    12 Months

Full Page   $160.00     $ 305.00        $ 440.00
Half Page  $  85.00     $ 162.00        $ 232.00
Qtr Page   $  45.00     $   86.00        $ 123.00
Bus Card  $  25.00      $  48.00         $   68.00

BUG  Officers
Meets the second Wednesday of the month at

the Fee Ave. Library, in Study room 1
Time 7:00 pm to 8:00pm

 BUG E-MAIL LIST
To be included in the BUG  E-Mail roster, send

an E-Mail to Larry French at:
president@bugclub.org.

We will need your full name, E-Mail address and
your BUG membership number. You will then
receive notices and updates on BUG activities,

special events, changes to schedules, etc.

Afternoon Meeting
A daytime meeting is held on the first Monday
of the month at 2pm, in One Senior Place, 8085
Spyglass Hill Rd in Viera.

http://oneseniorplace.com

WINDOWS  SIG
Meets 7:00 PM Thursdays

1st & 3rd Thursday at Eau Gallie Library.
All Other Thursdays at Melbourne Library on

Fee Avenue.

          BEGINNERS SIG    (Newbies)
Meets at 6:30 pm. The 2nd and 4th Thursdays, in
the Fee Ave Library, before the Windows SIG

TINKERS  SIG
 Meets on most Sundays at Bob Schmidt’s house.
 Call 952-0199 to verify meeting and directions.

E-mail:  rschmidt@cfl.rr.com

Brevard  Users  Group  Membership  Application

First Name _________________________________

Address ___________________________________

Home Phone ________________________________

Family Membership  $25.00

Last Name _________________________________

City ______________________________________

State _______  Zip + 4 ________________________

E-mail Address ______________________________
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Brevard Users’ Group
Incorporated
P. O. Box 2456
Melbourne, FL 32902-2456

Meetings:
Are held at the Melbourne Library  on
Fee Ave. the third Wednesday of the
month at 7:00 PM.

Membership:
Is by application and payment of $25.00
annual dues.  Membership is for 12
months from receipt of dues and
includes a year’s subscription to the
newsletter.

Your membership expires on the date
indicated in the upper left of your
address label (YYYY\MM). Please
allow six weeks for processing the
renewal.

BUG Officers

President:
Larry French                   837-0962
president@bugclub.org

Vice President
Lester Cassel
vicepresident@bugclub.org

Treasurer:
Tom Butler                       242-9869
treasurer@bugclub.org

Secretary:
Erich Dalton
secretary@bugclub.org

Member at Large:
Dan Wadler

Special Interest Groups

Beginners’ SIG:
Larry French                    837-0962
beginners@bugclub.org

Hardware  (Tinkers)  SIG:
Bob Schmidt                    952-0199
hardware@bugclub.org

Newsletter Publishing SIG:
Jim Townsend                   728-5979
newsletter@bugclub.org

Win 9x/XP SIG:
George Rymer                  724-6715
Chuck Boring                   454-9455
Bob Staples                      255-2623

Imaging SIG:
Ed McEwen   imaging@bugclub.org

BUG Web Page:
http://bugclub.org

Tom Butler                     242-9869
geotbutler@juno.com

FACUG Representative:
Dan Wadler

Program Director:
Dan Wadler

Webmaster:
Eric Arnold
webmaster@bugclub.org

Committee Chairperson

Beginners Help:


