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T The BUG Newsletter is created on a AMD
Athlon XP 2400 Mhz computer using PageMaker
6.01, on Windows 98se.

Articles, Reports, and new Advertisements should
reach the Managing Editor or Desk Top Publishing
SIG by 5:00 p.m  the Friday before the second
Wednesday of the month. Items received after the
deadline will be held for the following month’s issue.

The articles contained in this Newletter do not
necessarily represent the opinion of the Group, Editor,
or Publisher or any other person other than the author
of the article. The Brevard Users Group does not
support or condone illegal copying of software.

Permission is granted to copy articles, provided
the source is disclosed and proper credit is given to
the author.

All questions, correspondence, and other items
pertaining to the Newsletter should be directed to one
of the Editors.

    Questions involving advertising should be
directed to  Advertising  at the address below.

Articles or items of interest for inclusion in the
newsletter should be sent to The Editor at:

Brevard User’s Group
PO Box 2456
Melbourne, Fl. 32902-2456 or
Jim Townsend           728-5979
E-mail to:   newsletter@bugclub.org

Managing Editor Jim Townsend

Assistant Editors Ed McEwen,
Jack Nash

Contributing Editor Jim Hally
Newsletter  Volunteers: Dan Wadler
Distribution: John Williams
Home Page: http://bugclub.org

Brevard Users Group
THE NEXT MEETING OF THE

BREVARD USERS GROUP
WILL BE ON WEDNESDAY

  November, 19th, 2008
At 7:00 pm

IN
The Melbourne Library

Visitors welcome!

Visit the BUG CLUB web site
 for the latest schedule.
http://bugclub.org

There will be a drawing for Door Prizes!
You must be a member and present to win!

ELECTRONIC WHOLESALERS
(321) 727-9010

ASTRO TOO
Surplus/Electronics Equipment/Parts

                   Computer Service

  6949 W. Nasa Blvd.                       (321) 727-9010
  W. Melbourne, FL 32904      Fax: (321) 253-2292

Web Site: http:// AstroToo.com
EMail: 2@AstroToo.Com

Attention
Newsletter Editors

This publication is produced by:
Creative Technology of Sarasota Inc.

The same printer used by many user groups, local
churches, mobile home parks, and many others at
affordable rates.

Creative Technology prints, folds, addresses, and
mails newsletters for your club, organization, family or
business from a ”pdf format” sent by e-mail or disk,
saving you lots of time and expense.

Contact Bob today to see how much money we
can save your organization. E-mail bob@ctimls.com

Creative Technology of Sarasota Inc.
5959 Palmer Blvd.
Sarasota, FL 34232

941-371-2743
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Rootkits - A Continuing Security
Problem

by Brian K. Lewis, Ph.D., Member of the Sarasota
Personal Computer Users Group, Inc., Florida
www.spcug.org
bwsail at yahoo.com

Obtained from APCUG with the author’s per-
mission for publication by APCUG member groups.

By now I suspect everyone reading this article is
familiar with most malware: viruses, botnets, Trojans,
etc. These are becoming less of a problem because of
the efforts of the security companies to provide software
solutions. More and more users are also becoming
aware of the need to have some means of protecting
their computer. As a result, hackers are turning to a
more effective method of controlling your computer –
rootkits. Although these have been around more than ten
years, like other malware, their numbers seem to be
increasing.

Probably the most dangerous form of the rootkit is
the “kernel mode Trojan”. This is a program that inserts
itself into the “kernel” of the operating system. The
kernel is the central component of the operating system
– its heart or brain to put it in more common terms. It
manages the communication between the operating
system, the hardware and the software applications.

Most viruses operate as applications and can be
readily found in memory or in the file system. Rootkits,
however, can hide themselves in such a way that it is
very difficult to find them. In order for a rootkit to alter
the normal execution path of the operating system, one
of the techniques it may employ is “hooking”. In modern
operating systems, there are many places to hook
because the system was designed to be flexible, extend-
able, and backward compatible. For example, a rootkit
can “hook” itself into the Application Programming
Interface (API) which allows it to intercept the system
calls that other programs use to perform basic functions,
like accessing files on the computer’s hard drive. If an
application tries to list the contents of a directory con-
taining one of the root kit’s files, the rootkit will censor
its filename from the list. It’ll do the same thing with the
system registry and the list of running processes.

A rootkit is a collection of tools an intruder brings
along to a victim computer after gaining initial access. A
rootkit may contain network sniffers, log-cleaning
scripts, key-loggers and trojaned replacements of core
system utilities. Although the intruders still need to break
into a victim’s system before they can install their
rootkits, the ease-of-use and the amount of destruction
they cause make rootkits a considerable threat. One
main purpose of a rootkit is to allow the intruder to
come back to the compromised system later and access
it without being detected. A rootkit makes this very easy
by installing a remote-access backdoor. A rootkit can
also allow the intruder to use the compromised com-
puter as part of a botnet (see Botnets, SPCUG Monitor,
January, 2008).

Another mechanism for hiding a rootkit is to add it
to a system driver file. Windows XP and Vista store
driver files in the System32/drivers folder. Many of these
system files load early in the boot process. These files
have boot or system flags in the registry and load before
any of the malware-prevention software. That means
they are very difficult to find. Although the file size for the
driver will be increased, the rootkit may report the
original file size to any query, not the infected file size. All
of this means that once a rootkit has been installed and
activated on your computer, it is difficult to find by any
of the usual malware prevention software.

Rootkits do not require large software applications
to carry out their function. We are accustomed to
commercial applications that are many megabytes in
size. Even the anti-virus software may be 40-50 mega-
bytes in size. In 2003 a rootkit was identified that
required only 7 kilobytes for its cloaking routine and 27
kilobytes for maintaining the open backdoor.

Anti-malware programs depend on two main means
of identifying malware. One is the signature method and
the other is heuristics. The signature method requires that
the malware be identified and reverse engineered to
determine a code sequence which can be used to
identify the application in the wild. This code sequence is
referred to as the signature and is used by the anti-virus
database. This signature is then compared to code
sequences in applications to determine if they are
malware. This method is of no value when dealing with
new or unreported malware.
Continued on Page 6
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Rootkits ... Continued from Page 5
So the next option is heuristic signatures. Their

primary advantage lies in their ability to identify new,
previously unidentified malware. The heuristics technique
assumes that malware will display certain characteristics
or attributes. They also attempt to recognize deviations
in “normal” system patterns or behaviors. Using these
predicted patterns, the anti-malware application will
attempt to determine if the target application is malware.
This has been a successful approach for identifying
viruses, but it is less successful for active rootkits.

The April 2008 Virus Bulletin (www.virusbtn.com)
reported the results of testing a number of popular
commercial A-V programs, Internet security suites,
web-based scanners and specialized anti-rootkit tools.
The testing involved 30 known rootkits. The testing
categories were detection of: (1) inactive rootkits; (2)
active rootkits; and (3) malware hidden by rootkits.
Then they tested removal of (1) inactive rootkits; (2)
malware hidden by rootkits; and (3) active rootkits. The
results were not encouraging.

The seven Internet Security Suites used in the test
were able to detect 95% of the inactive rootkits. (Re-
member, these were known samples that had already
been identified and their signatures incorporated into the
anti-malware applications.) These suites were also able
to remove 95% of the inactive rootkits. However, when
it came to active rootkits the story was very different.
The Internet Security Suites detected only 65% of the
active rootkits and were able to remove only 48%. They
also were able to remove only 48% of the hidden
malware. All of the versions of the Internet Security
Suites were the latest available at the time of the test.

There were fourteen specialized anti-rootkit tools
tested using the same thirty rootkits. They were not
tested against the inactive rootkits, only the active
rootkits and the hidden malware. Again, the results were
anything but satisfying. These tools detected 83% of the
active rootkits and 80% of the hidden malware. The
anti-rootkit tools removed only 60% of the active
rootkits and 67% of the hidden malware.

The web-based scanners did a far poorer job of
identification of the rootkits. They also were uniformly
unsuccessful in removing rootkits. The detection rate
was 53% and the removal was around 32%.

In reviewing these tests it is obvious that successful
detection and removal of rootkits depends on their being
inactivated. This can be done by running the computer in
“SAFE” mode which does not allow the rootkit to load
from the hard drive. However, it would be expected that
if detection/removal tools were developed for this
specific purpose, then rootkits would appear that would
load in “SAFE” mode. Another alternative would be to
develop rootkit scanning software that would run from a
CD. The computer would boot from the CD and the
operating system for the scan would load from the CD.
This should improve the detection and removal rates
considerably. However, it then depends on the user
running the CD application periodically to scan the entire
computer. Considering how few users backup their hard
drives on a regular basis, this CD system might be less
than universally successful.

Given the current difficulty of detecting and removing
rootkits from your computer, what is a user to do for
protection? The only answer to this is to prevent the
rootkit from getting access to your computer. That
means using every tool you have available to prevent the
malware from gaining access to your system. Your
firewall is the first line of defense, followed by your anti-
virus, then your anti-spyware. Also, when you are
surfing the web, make sure you aren’t your own worst
enemy. Be careful and check out links before you click
on them. It just like getting spam in your e-mail. Check
where the link will take you before you click on it. Social
engineering techniques are also used to propagate
everything from viruses to rootkits. These are techniques
that encourage the user to take some action which
allows the malware to be downloaded and installed on
the users computer. A very interesting analysis on these
techniques is contained in this article from the University
of Cambridge (U.K.); http://www.cl.cam.ac.uk/
techreports/UCAM-CL-TR-666.pdf. Although this is
written specifically about virus propagation, similar
techniques are used to gain entry for rootkits. This paper
illustrates many of the “carrot & stick” methods used by
malware to gain access to computer systems. Microsoft
has also published a paper detailing many of the com-
mon methods used to trick users into installing malware.
These can be found in the paper “Behavioral Modeling
of Social Engineering-Based Malicious Software” on the
Microsoft web site.
Continued on Page 7
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browse around just like he was there in person. He
would look for programs that store valuable data like
social security numbers and credit card account num-
bers. (Do you have that information entered into your
Quicken or Money program?)

He would look through your My Documents folder
for password lists and search your Internet Explorer
favorites for financial sites where you saved the
username and password. And, before he leaves he
usually plants another Trojan horse that will give him the
ability to take control of your computer in the future.

Commercial Websites
The most common way to hack into a company’s

website through the Internet is by using a Denial of
Service attack. These DoS attacks use multiple comput-
ers to overload a website with bogus requests for
information. The hacker usually creates a Trojan horse
program that he sends into the computers of unsuspect-
ing people (remember that program that was left behind
when your computer was invaded above?) The message
that he creates usually contains a header saying that it
comes from an IP address that doesn’t exist. When he is
ready to attack, he calls up all the computers that he
infected with his Trojan horse and tells them to contact a
specific IP address. Those computers follow his instruc-
tions and send his preprogrammed message to that
website. Servers that control websites always check to
verify that IP addresses requesting information or
webpage downloads are legitimate addresses. When a
server is hit by a bombardment of these false address
requests, it tries to track down every one of the fake
addresses. Before long the server becomes over-
whelmed by the fruitless process and crashes. When it
crashes, the website will vanish and the hacker will be
given access to a prompt for the server. He can then use
Linux or DOS commands to request and view informa-
tion on that servers other servers.

How About Wireless?

Let’s put this hacker into an airport where hundreds
of people are sharing a wireless network. It’s like leaving
a child alone in a candy store. In this case the airport’s
wireless system usually provides the IP addresses
through DHCP and he can easily look at the list of
addresses that have been supplied. He can test each of

the addresses for available ports and it’s quick work to
access the most vulnerable. The same principles apply in
hotels and restaurants that provide wireless Internet
access. If you have a wireless network in your home,
our hacker can drive down your street using a laptop or
PDA to search for wireless networks. This process is
called Wardriving. If he finds one that has not been
secured at all, he doesn’t even have a challenge. If you
have added a password, he simply has to crack the
password.

What Tools Do They Use?
It’s very easy for a potential hacker to find the tools

of his trade. There are many  websites that offer pro-
gram tools and tutorials for using them. Here are some
of the popular:

Anonymizers and Remailers - Anonymizers are
online services that eliminate the trail of information that
is left behind. These sites use anonymous proxies that a
hacker can use to access computers and servers without
leaving his IP address on any log. Remailers strip the
header off a message and replace it with a meaningless
header that can’t be traced.

Command.com - When this command is typed into
a server it will basically give you administrative rights.
You can then see all the folders and files. It’s also very
easy for the hacker to create a new administrative
account that he can re-use in the future.

Password Crackers - These programs try random
passwords at lightening speeds. They are usually very
successful.

Key Loggers - Hackers frequently install these on
computers, especially public PCs. The programs actually
record every stroke that you make. Hence, when you
type in a username and password, it has been captured.

Port Knocking - This is a method of externally
opening ports on a firewall by mimicking the process
you normally use to add a port to your firewall.

Wireshark - This popular program captures and
analyzes the data on a network. It’s used by hackers to
find information they want and it’s also used by network
administrators to manage networks.
Continued on Page 9

Hacking 101 ... Continued from Page 7
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it? I tried to retrieve the full article, but the link was dead
and the cache was empty. None of the other Google
retrievals mentioned anything about activation time.

I recently read about a new search program, called
Cuil (pronounced “cool”), meaning “wisdom” in Gaelic.
Reportedly it improves on Google by scanning articles
for organization of ideas, instead of number of links. It
was mostly created by former Google employees and
can be accessed at http://www.cuil.com.

Early reviews of Cuil have been mixed, so I thought
this was a good time to give it a try.

As a result of my query about “zinc air battery,” Cuil
produced exactly 8 results, including 5 virtually identical
ones from a single vendor site,

http://www.batteriesplus.com/.
Not very helpful. So much for Cuil, as it stands now.

The same query on Yahoo yielded 4,270,000
results, with the first page mostly from hearing aid
battery sellers that probably paid to be listed first. The
teasing reference found earlier with Google was listed by
Yahoo at the bottom of the page, but it also ended in 5...
(what?).

I went back to Google and narrowed the search to
“zinc air battery activation.” That yielded the mysterious
reference right on top, adding that the activation time
was 5 seconds.

Well, it takes longer than 5 seconds to insert the
battery and check the hearing aid by holding it in the
closed fist and listening for its feedback squeal.

With a magnifying glass I detected 3 tiny air holes
under the tab in the positive top of the battery. Certainly,
it would take some time for sufficient air to diffuse
through those little holes to activate the battery. I ran a
quick experiment, checking how fast the voltage builds
up in the hearing aid battery after removing the seal tab,
and found that it took about 1 1/2 minutes. With the
battery under load in a hearing aid it may well take a
little longer than that.

Next time my hearing aid needs a new battery I may
only need to wait a few minutes for it to get up to speed.

Meanwhile I’ll stick with Google for my searches
until Cuil has added more wits to its wisdom.

Zinc-Air Batteries
Zinc-Air batteries, as used in hearing aids, are great

performers in comparison to other types of batteries. On
an equal weight basis they carry 4-5 times as much
charge as lead-acid, nickel-cadmium and nickel-hydride
batteries, and 30% more than lithium ion batteries. They
maintain a constant power output over better than 85%
of the time to full discharge. Because of inexpensive
ingredients: zinc, aqueous caustic, carbon and some
plastic membranes, encased in a metal container, they
are inexpensive to manufacture. The batteries are non-
toxic and pose no danger to the environment on dis-
posal. They are not a fire hazard, like lithium batteries.

They have two major shortcomings: a limited life
time when air is admitted, and they are not rechargeable.

Zinc-Air batteries are fuel cells that consume zinc. In
comparison to the much-ballyhooed hydrogen fuel cells,
zinc is inexpensive, easily transported and stored, non-
hazardous, and the spent fuel, zinc oxide, is easily
regenerated electrically from renewable sources.

Large-scale experiments have demonstrated that the
batteries can power city buses for a full day’s use, using
recyclable zinc-electrolyte cartridges for fuel. The US
Army is a large-scale user of Zinc-Air batteries in
battlefield operations. They provide 4 to 6 times the run
time of conventional batteries, and are used with por-
table equipment, in locations where reliable electrical
power is not available.

Desktop Publishing With Scribus
Now that the format of this newsletter is no longer

restrained to eight Xeroxed pages for mailing, I will add
some color and variety to the layout. That requires
switching from the OpenOffice Writer word processor I
have been using to a desktop publishing program,
preferably inexpensive and easy to use.

I considered my old copy of MS PictureIt! Pub-
lisher, but that uses a proprietary file format not easily
converted to pdf.

New, Best and Worst ... Continued from Page 9

Continued on Page 11
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Tool when purchasing computer systems. In addition, a
global consortium called The Green Grid was founded in
2007 by AMD, APC, Dell, HP, IBM, Intel, Microsoft,
Rackable Systems, SprayCool, Sun and VMware.

Another initiative formed by a group of Global-
minded IT executives, the Green Computing Impact
Organization (GCIO), was created to be an active
participant in transforming the IT community from an
environmental liability to an Earth conscious example of
responsibility. GCIO is a nonprofit organization that is
based on environmental audit programs for consumers
and small business homes with respect to general en-
ergy-efficiency programs (including lighting, heating,
insulation, etc.). GCIO’s mission is to educate and assist
enterprise technology users in the design of environmen-
tally aware and responsible information system opera-
tions. They help consumers become more environmen-
tally responsible by reducing energy consumption and
electronic waste in an effort to protect the Earth.

GCIO is sponsoring educational programs across
the country and participating in a Green Computing
Summit that will be held in Washington, DC on May
20th. The summit will address how public sector IT
managers, procurement officials, and program managers
public sector professionals can transform their IT and
data center operations into more environmentally con-
scious yet efficient solutions. This conference will attract
senior government IT professionals and their industry
partners tasked with helping agencies become greener in
the coming years. Attendees will represent federal, state
and local governments, public policy organizations and
suppliers to government. You can read more about this
event at http://www.e-gov.com/

Features of Green Computing
Power management is the most popular method. The

operating system of the computer can be set to directly
control the power saving aspects of the hardware. It can
automatically turn off the monitor or hard drive after a
period of inactivity. Or, the entire system may hibernate,
turning off most of the components such as even allow
the user to manually adjust the voltages supplied to the
CPU to reduce the electricity consumption and the
amount of heat that is produced. As of July of 2007, all
new Energy Star certified desktops must have a power
supply that is at least 80% efficient.

Other features include using motherboard video
output instead of a video card, hard disks that consume
less power, flash based solid state drives that require
fewer write cycles, and lower energy monitors. And,
manufacturers of networking equipment are developing
switches and routers that reduce energy costs.

Recycling Materials
Obsolete computers can be reused for charities,

non-profit organizations, and developing countries. Parts
from really old systems can be recycled through some
recycling centers. Some recycling charges can be
passed back to the manufacturers.

Recycling this equipment keeps the lead, mercury,
and chromium out of our landfills. In addition, computer
supplies such as cartridges, paper, and batteries can be
easily recycled.

How Can We Work Greener?
Visit the website for Climate Savers Smart Comput-

ing at http://www.climatesaverscomputing.org to view a
three step program to go green. Here are the basic
steps that they suggest:

Step One - Turn on Power Management. Since the
average desktop PC wastes nearly 50% of the energy it
consumes as heat, it makes sense to use the power
management features that are built into Windows XP
and Vista. The benefits? You will reduce your electricity
bills and your energy footprint will be lowered as you
reduce your greenhouse gas emissions. The Climate
Savers organization predicts that the power manage-
ment features on your computer can save nearly have a
ton of CO2 and more than $60 a year in energy costs.

Step Two - Buy an energy efficient computer.
Energy Star, the program designed by the U.S. Environ-
mental Protection Agency, specifies the standards that
equipment and appliances must meet to wear the Energy
Star badge. You can visit their website at  http://
www.energystar.org for specifics. Basically an Energy
Star compliant PC uses 15 to 25 percent less energy.
This program is expected to save U.S. consumers and
businesses more than $1.8 billion in energy costs over
the next five years and prevent greenhouse gas emission
equal to 2.7 million vehicles.

Continued on Page 13
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Brevard  Users  Group  Membership  Application

First Name _________________________________

Address ___________________________________

Home Phone ________________________________

Family Membership  $25.00

Last Name _________________________________

City ______________________________________

State _______  Zip + 4 ________________________

E-mail Address ______________________________

Special Interest Groups BUG Club Information

Moving ?
Don’t miss out on any issues of the BUG Newsletter
Send your new address to:
Brevard Users Group  Att: Treasurer
PO Box 2456
Melbourne, FL 32902-2456
And e-mail to the Newsletter and Treasurer at:
newsletter@bugclub.org
treasurer@bugclub.org

Afternoon Meeting
An afternoon meeting is held on the first

Monday of the month at 2pm, in One Senior
Place,  8085 Spyglass Hill Rd, Viera.

 BUG E-MAIL LIST
To be included in the BUG  E-Mail roster, send

an E-Mail to Larry French at:
president@bugclub.org.

We will need your full name, E-Mail address and
your BUG membership number. You will then
receive notices and updates on BUG activities,

special events, changes to schedules, etc.

BUG  Officers
Meets the First Wednesday of the month at the

Fee Ave. Library, in Study room 1
Time 7:00 pm to 8:00pm

Sponsorship Rates
    4 Months     8 Months    12 Months

Full Page   $160.00     $ 305.00        $ 440.00
Half Page  $  85.00     $ 162.00        $ 232.00
Qtr Page   $  45.00     $   86.00        $ 123.00
Bus Card  $  25.00      $  48.00         $   68.00

TINKERS  SIG
 Meets on most Sundays at Bob Schmidt’s house.
 Call 952-0199 to verify meeting and directions.

E-mail:  rschmidt@cfl.rr.com

WINDOWS  SIG
Meets 7:00 PM Thursdays

1st & 3rd Thursday at Eau Gallie Library.
All Other Thursdays at Melbourne Library on

Fee Avenue.

          BEGINNERS SIG    (Newbies)
Meets at 6:30 pm. The 2nd and 4th Thursdays, in
the Fee Ave Library, before the Windows SIG

NEWSLETTER  SIG
Meets twice a month on the Saturdays before and

after the BUG monthly meeting.
Place is Jim Townsend’s home.

Call 728-5979 for directions.

LINUX SIG
Meets on the Second and Fourth Tuesdays in

the small conference room at the
Melbourne Library on Fee Ave. 7:00 pm

                IMAGING SIG
Meets at 7:00 PM the second  Thursdays,

after the beginners SIG, at the Fee Ave Li-
brary in Melbourne.
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Brevard Users Group
Incorporated
P. O. Box 2456
Melbourne, FL 32902-2456

Meetings:
Are held at the Melbourne Library  on
Fee Ave. the third Wednesday of the
month at 7:00 PM.

Membership:
Is by application and payment of $25.00
annual dues.  Membership is for 12
months from receipt of dues and
includes a year’s subscription to the
newsletter.

Your membership expires on the date
indicated in the upper left of your
address label (YYYY\MM). Please
allow six weeks for processing the
renewal.

BUG Officers

President:
Larry French                   837-0962
president@bugclub.org

Vice President
Lester Cassel
vicepresident@bugclub.org

Treasurer:
Dave Riches
treasurer@bugclub.org

Secretary:
Eileen Cameron
secretary@bugclub.org

Member at Large:
Dan Wadler

Special Interest Groups

Beginners’ SIG:
Larry French                    837-0962
beginners@bugclub.org

Hardware  (Tinkers)  SIG:
Bob Schmidt                    952-0199
hardware@bugclub.org

Newsletter Publishing SIG:
Jim Townsend                   728-5979
newsletter@bugclub.org

Win 9x/XP SIG:
George Rymer                  724-6715
Chuck Boring                   454-9455
Bob Staples                      255-2623

Imaging SIG:
Ed McEwen   imaging@bugclub.org

BUG Web Page:
http://bugclub.org

Tom Butler                     242-9869
geotbutler@juno.com

FACUG Representative:
Open

Program Director:
Dan Wadler
rvman321@yahoo.com

Webmaster:
Eric Arnold
webmaster@bugclub.org

Committee Chairperson

Beginners Help:

Linux SIG
Chris Crisafulli
linux-sig@bugclub.org

rvman321@yahoo.com


